I. INTRODUCTION

I
NFORMATION and communication technologies (ICT) are used in telemonitoring applications to establish a virtual link between patients and their caregivers to support timely delivery of health-related data [1] . Utilization of ICT requires a barrierfree design of the overall patient terminal. Usability and Plugand-Play interoperability determines whether the patient is able to accept the system and willing to use it in daily routine.
In the following section, the utilization of mobile phones and wireless communication technologies as body and personal area network (PAN) will be discussed to introduce an intuitive and touch-based patient terminal.
A. Mobile Phone as an Application Hosting Device
The mobile phone evolved rapidly from a simple voice telephony device to a multifunction consumer electronics device incorporating personal information management functions, Web browsing, entertainment, and other forms of personal comput- 
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ing [2] . Thus, it is predestinated to serve as the patient's terminal device hosting an application to communicate with a remote telemonitoring service. The hosted application manages data acquisition by interrogating sensor devices, processes and synchronizes those data, and receives and visualizes motivational and therapeutic feedback information [3] .
Over the last decades, mobile network technologies advanced from Global System for Mobile communications to 4G networks like long-term evolution and worldwide interoperability for microwave access [4] . This evolution solved the problems regarding the connection to the telemonitoring center by providing high bandwidth and the possibility of being all-time online [1] .
But the interplay between the mobile phone acting as an application hosting device (AHD) and medical sensor devices still remains an open issue. The majority of mobile phones on the market today are sophisticated devices with relatively complicated user interfaces. Mastery of their functions can sometimes take a long time [5] .
B. Personal/Body Area Networks
By means of wireless PAN and body area network (BAN), the mobile phone serves as the hub of a set of portable or wearable sensors that monitor health-related parameters such as blood pressure, body weight, glucose, oxygen saturation, or even ECG signals [6] - [8] .
1) Bluetooth: Bluetooth is the most popular PAN technology available in mobile phones. It is an industry standard for the wireless connection of portable devices and offers an operating range of up to 100 m at a theoretical data rate of up to 24 Mb/s (version 3.0 + HS) [9] . Bluetooth is an established and acknowledged technology in the medical environment [10] and has been selected by the Continua Health Alliance as PAN/BAN interface between the AHD and sensor devices [11] . For this purpose, the Bluetooth special interest group specified the Bluetooth health device profile (HDP) [12] and presented Bluetooth low energy (LE) as a feature of Bluetooth v4.0 [13] to provide fast system setup and LE communication for vital monitoring applications.
But so far, handling Bluetooth-enabled devices and making them communicate is not intuitive due to the setup procedure. Using mobile phones, this procedure includes several manual steps to perform the device/service discovery and pairing process [14] . Handling this complex configuration procedure (device/service discovery and pairing) may overstrain especially elderly patients [15] .
To improve the usability during the pairing procedure as well as the protection against passive eavesdropping and man-inthe-middle (MITM) attacks the simple secure pairing (SSP) mechanism has been added to the Bluetooth specification v2.1 + EDR [16] and its successor versions. One method of SSP called Out of Band (OOB) uses an additional carrier to automatically exchange the pairing information. In [17] , a concept is presented to bypass the Bluetooth device/service discovery by using radio frequency identification (RFID) tags. Similar approaches are pursued by the connection handover specification from the nearfield communication (NFC) Forum [18] .
2) NFC: NFC is a wireless connectivity technology evolving from a combination of contactless identification and common networking technologies. Physical link is based on magnetic inductive coupling as used in other RFID standards like ISO14443. Besides peer-to-peer communication between two devices, an NFC device can switch between reader/writer mode as well as tag-emulation mode. When integrated into a mobile phone with mobile data services, these three modes allow for a broad range of new applications [19] . In the recent past, a number of trials and research projects have been conducted focusing on the usage of NFC in ticketing and payment applications as well as social networking and location-based services [20] - [22] .
The short communication range is the major feature of this technology, since communication between two NFC enabled devices occurs when they are brought within a few centimeters to each other. This physical proximity of the device to the reader gives users the reassurance of being in control of the process. These properties render NFC suitable to act as PAN/BAN interface in the field of mHealth [23] . Due to NFCs broad application area even in medical applications, the NFC forum initiated the development of a technical specification for personal health device communications based on NFC [18] .
In [24] , a telemonitoring system is outlined that employs NFC technology for the entire patient equipment. It utilizes NFCenabled mobile phones as AHD, ID cards based on contactless smartcards to identify patients, and medical sensor devices to be interrogated by the mobile phone. For this reason, medical sensor devices like blood pressure meter and body weight scales have been enabled with NFC technology to provide the recent measured value set. The entire procedure of data acquisition can be performed without any key press. A Java 2 Micro Edition (J2ME) application installed on the mobile phone launches automatically by simply touching the ID card and guides the patient through the touch-based data acquisition process. Besides, interrogating medical sensor devices users are touching passive RFID tags with imprinted icons to acquire nonquantitative data like wellbeing or to answer questions presented on the phone's display.
One problem that this NFC-based system faced so far was the acquisition of a huge amount of data either in case of realtime transmission (i.e., ECG stream) or reading out a device's memory. Hundreds of kilobytes or even megabytes may take quite long if transmitted via NFC and would oblige the user to steadily keep the mobile phone close to the NFC-enabled sensor device as long as data are transmitted. In order to integrate a realtime streaming ECG sensor to the existing system, the usage of a communication protocol with wider range such as Bluetooth is unavoidable but derogates the usability of the given solution due to the need of the manual Bluetooth configuration. Table I compares the properties of Bluetooth and NFC.
3) Goal of This Study: The aim of this paper is to develop a concept that solves the problem of integrating a medical sensor device providing a huge amount of data to an existing telemonitoring system based on currently available NFC handsets. Touch-based intuitive data acquisition should be enabled even for live data streams and arbitrary amounts of data.
II. METHODS
A. Technical Concept
The intended concept was based on a combination of Bluetooth and NFC technology where NFC was used to activate Bluetooth and to exchange the information needed to establish a Bluetooth link. The first part of this setup was given by a mobile phone that provided both Bluetooth and NFC capability. The following core components have been selected to realize the second part for NFC supported Bluetooth communication (see Fig. 1 ).
1) Bluetooth module to communicate with the mobile phone via serial port profile (SPP) in transparent mode; 2) RFID tag to store essential data (see Table II ) used for establishing a Bluetooth connecting 3) field detector to trigger the activation of Bluetooth; 4) microcontroller (μC) to host the stack that manages the Bluetooth communication and to execute the main application gathering the data from analog and digital inputs. 
B. Prototype Implementation
The developed hardware platform for NFC-supported Bluetooth communication has been utilized to realize a prototype for the combined acquisition of blood pressure and an ECG. Therefore, it has been extended with an analog ECG front end and integrated into the off-the-shelf available blood pressure meter UA-767 (A&D, Tokyo, Japan) (see Fig. 2 ).
The microcontroller MSP430F2410 (Texas Instruments, Dallas, TX) was chosen to act as the system's application processor. This type of chip offered two independent universal serial receive transmit (UART) interfaces and a couple of analog input channels.
The ECG part of the system was based on an analog circuit consisting of the AD620 (Analog Devices, Norwood, MA) and a second-order bandpass (0.2-125 Hz) to filter the signal. A driven right leg circuit was used to reduce common-mode interference. The analog signal was amplified by 1400 and connected to one of the μC's analog input pins. Thus, the μC recorded a singlechannel ECG signal (e.g., Einthoven I) with a resolution of 8 bit at a sampling frequency of 250 Hz. All components have been fitted inside the blood pressure meter's enclosure and connected to three metallic dry electrodes fixed on the meter's rear side (see Fig. 2 ).
One of the μC's UART interfaces was connected to the blood pressure meter's serial interface. The μC was able to start a measurement and automatically received a few bytes of data (systole, diastole, heart rate) after measurement has finished. The second UART interface and further digital I/O lines were linked to a Bluetooth module type BNC4 (Amber Wireless, Cologne, Germany) which has been embedded separately into the meter's enclosure.
An RFID tag type Mifare Classic (NXP Semiconductors, Eindhoven, The Netherlands) with 1 kb of memory was programmed with the information of the respective Bluetooth module. This tag had a size of 45 × 45 mm and was stuck behind the cover plate right next to the display window.
The antenna for the field detector has been realized by a flat coil with eight turns of copper that was attached to the inner side of the meter's cover plate congruent with the RFID tag. Fig. 3 . Overview of the existing telemonitoring system (white area) based on an NFC/RFID and Bluetooth enabled mobile phone (Nokia 6212, Nokia, Espoo, Finland) acting as an AHD. The developed prototype (green area) was added to the existing system by means of adapting the J2ME application to establish the NFC triggered Bluetooth link. Data were collected from several active devices and passive items using RFID, NFC, and Bluetooth technology and sent to the remote telemonitoring system using secure https connection based on 3G/UMTS network.
C. Integration Into the Mobile Telemonitoring System
The developed prototype for the concurrent acquisition of blood pressure and ECG with NFC triggered Bluetooth connection has been integrated into an existing telemonitoring system (see Fig. 3 ). The following already existing NFC components have been used.
1) ID Card::
A contactless Smartcard type Mifare Classic was utilized as security token to identify the patient and authenticate access to the telemonitoring system. Touching this ID card with the mobile phone resulted in an automatic launch of the installed J2ME application.
2) Body Weight Scales: The body weight scales type UC-321 PL (A&D, Tokyo, Japan) has been fitted with NFC capabilities.
3) Smart Icon Table: An A4 sized table has been printed with several 50 × 50 mm sized icons. Behind each icon, an RFID tag was stuck that electronically stored the meaning of the respective icon. These icons were intended to be touched with the mobile phone to answer questions about well-being and medication intake (shown on the display).
To include ECG recording using the developed prototype device, the J2ME application running on the mobile phone had to be adapted. When touching the ID card, the preinstalled application launches automatically and logs in at the remote telemonitoring system using the credentials lodged on this ID card. All data acquired from now will be uploaded to the patient record associated with this ID card. The user interface guided the patient through the data acquisition workflow, using a visual and acoustic interface-telling the patient, which step she/he had to take next. During ECG recording, the signal was streamed to the mobile phone and displayed in real time.
To upload the acquired data, the J2ME application running on the mobile phone was linked to a remote telemonitoring system using secured https communication based on 3G/UMTS mobile Internet services. Data were stored in the database of the remote telemonitoring system from where they could be accessed by physicians using a Web browser. After secure login, the user interface allowed us to view measurement lists, charts, and ECG recordings using an interactive viewer.
D. Evaluation
The developed prototype device has been evaluated in terms of performance and feasibility.
1) Performance Test:
This test dealt with the performance of the communication between sensor device and mobile phone. The Nokia 6131 NFC and the Nokia 6212 classic (Nokia, Espoo, Finland) were used to perform ten cycles of establishing the Bluetooth connection. Each handset was tested with different alignments to read the RFID tag. In this test, the J2ME application was already running. For each attempt to establish a Bluetooth connection, the incidence of both required events was documented: reading the RFID tag and triggering of the field detector.
2) Cross-Over Test: To evaluate Plug-and-Play interoperability, five units of the developed prototype as well as five different mobile phones were used to perform data acquisition. In the first part, one mobile phone type Nokia 6212 Classic connected to the five devices one after the other and controlled them to record ECG signals. In the second part of this test, three Nokia 6212 Classic and two Nokia 6131 NFC were used consecutively to control a single device for recording ECG signals.
3) Feasibility Test: The system's feasibility was evaluated in a test scenario where all parameters had to be acquired. Test persons were asked to use all components of the patient terminal according the following workflow.
1) Launch the J2ME application by touching the ID card.
2) Touch the blood pressure meter with the mobile phone.
3) Put on the cuff and touch the electrodes with the fingertips until the measurement has been finished. 4) Scale the body weight and touch the attached NFC module with the mobile phone. 5) Touch one of the three icons to indicate about wellbeing. 6) Touch "yes," "no," "more," or "less" to document the intake of medication number one. 7) Repeat the last step for medication number two.
III. RESULTS
This section consists of the workflow of the designed concept to establish a connection, the workflow of the resulting patient terminal, and the outcome of the system's evaluation.
A. Workflow
The designed concept provided the following workflow to establish a Bluetooth connection between a mobile phone and the developed communication module (see Fig. 4 ).
Both components were in idle mode. The mobile phone had Bluetooth and NFC switched on permanently and scanned its environment for RFID tags. The communication module was in sleep mode with Bluetooth being deactivated.
By means of bringing those devices close together, the mobile phone recognized the RFID tag. This leads to an automatic launch of the installed J2ME application which was provided with the data read from the RFID tag. Simultaneously, the field detector recognized the field generated by the mobile phone and triggered the μC to wake up from sleep mode. In the following, the μC enabled the Bluetooth chip and configured it to be addressed as slave and to operate the SPP. The J2ME application requested the mobile phone's Bluetooth module to establish a connection to a dedicated service (X) on a dedicated device (Y) defined by the MAC addresses. After the service was found, an inquiry to establish a connection was sent. Once the module's Bluetooth chip received the connection inquiry, it permitted to establish this connection and indicated the μC that there was a connection. The μC then sent a string back to the Bluetooth module that was transparently transmitted to the mobile phone indicating the device identifier and the status of being ready to receive commands. Thus, the mobile phone was able to communicate with the μC in a command-response manner.
After all data were exchanged, the mobile phone sent the final command to the μC to close the connection by disabling the Bluetooth chip and to jump back to sleep mode. The μC acknowledged and subsequently performed this command. It remained in this state until it was triggered by the field detector to wake up again. The application recognized the closed Bluetooth connection and terminated automatically after processing the received data.
B. Prototype Integration in Medical Application
The developed communication module was then integrated into a blood pressure meter and combined with an ECG recording component to evaluate the designed concept as part of a medical application.
For data acquisition, the user had to touch the ID card that launched the J2ME application automatically and authenticated the user. A voice sounded and asked the user to bring the mobile phone close to the extended blood pressure meter right next to the meter's display. This action triggered the Bluetooth setup process. At the same time, the user was asked to put on the cuff of the blood pressure meter and to touch the ECG electrodes with her/his fingertips.
After 10 s, the blood pressure measurement and ECG recording started automatically. ECG data were transmitted to the mobile phone in real time to be displayed. As soon as the blood pressure measurement had finished, ECG streaming was stopped. If the blood pressure meter was not able to provide a valid measurement, the ECG recording stopped automatically after 90 s. Finally, the user had to acquire further health parameters by touching the NFC-enabled body weight scales and the icon table. Once all information was acquired, the application transmitted the data and terminated automatically.
C. Evaluation
The following results have been obtained from the performed tests described earlier.
1) Performance Test:
This test investigated the interplay of the mobile phone with the RFID tag and the field detector. The Nokia 6131 NFC, a clamshell phone, and the Nokia 6212 Classic, a bar type phone, were used to touch the meter's enclosure at the position where the RFID tag/field detector was located. They were aligned in four different directions (vertical or horizontal with display up or down) to read the RFID tag. Ten attempts per direction and mobile phone have been performed. The results obtained from this test indicate that the Nokia 6131 NFC has a better reading performance. Independent from the mobile phone's direction, all attempts to read the RFID tag as well as all attempts to trigger the field detector were successful. This resulted in 100% of established Bluetooth connections.
Using the Nokia 6212 Classic showed different results depending on the direction. Holding the mobile phone vertically with display to front only four attempts resulted in successful Bluetooth connections of four successful read-outs of the RFID tag. A horizontal direction with display to front revealed similar results of only three successful connections. Holding this mobile phone with its display down onto the device also resulted in 100% of successful connection independent whether it was aligned horizontal or vertical.
2) Cross-Over Test: This test revealed that each attempt to establish a connection either in part one ore part two of this test was successful without the need of a manual interaction using the devices keypad.
In case the field detector recognized any NFC enabled mobile phone which did not attempt to establish a connection to the sensor device, it automatically switched OFF Bluetooth after 20 s and went to idle mode again.
3) Feasibility Test: To evaluate the feasibility of the overall system, 12 healthy volunteers (three female, mean age 34. 5 ± 8.3 years) performed the same data acquisition procedure at least five times on a single day. They used the Nokia 6212 Classic and always touched the RFID tag of the blood pressure meter with the phone's display down. Each attempt to establish the connection between mobile phone and the device was successful. A total of 503 data objects were acquired and uploaded in 63 successful transmissions. A single case occurred where no blood pressure value was measured but only a 90-s ECG record.
IV. DISCUSSION
The presented concept provides an intuitive solution for establishing a wireless link between a mobile phone and a medical sensor device. The system is based on standard communication technologies and allows for transmitting data over a distance of several meters at a transfer rate of more than 1 Mb/s. By means of bringing an NFC-enabled mobile phone close to the medical sensor device, the Bluetooth connection gets established automatically without any prior configuration. This link can be used for real-time streaming of biosignals as well as to read out an arbitrary amount of data. In addition to that, it can even be used to configure and control the device which provides the option to develop sensor devices without any button or display. The complete user interface can be shifted to the mobile phone.
In terms of functionality, the developed prototype is comparable to the concept proposed in [17] and the static connection handover procedure specified by the NFC Forum [18] . RFID tags are used to provide the mobile phone with the information required to bypass the Bluetooth device/service discovery procedure. While these two concepts would require Bluetooth to be activated permanently on the sensor device, our concept utilizes a field detector to recognize the intention to establish a link. Thus, it automatically activates the system and enables Bluetooth which provides a valuable improvement in terms of power management. The OOB method [16] and the negotiated handover procedure [18] do also provide Bluetooth activation initiated by bringing the devices close together but require an NFC chip on the sensor device side.
OOB and connection handover methods were designed primarily to setup a permanently paired Bluetooth link which reconnects automatically when devices are switched ON or brought within a certain range (as also demonstrated in [25] ). Opposite to this, our approach aims at establishing a new communication link on demand, similar to pure NFC.
In terms of security, OOB and negotiated handover procedure are more secure due to mutual authentication which so far provides best protection against MITM attacks [14] but depends on the level of MITM protection of the NFC link. RFID tags store static data and can even be hacked and manipulated [26] , which make the pairing process vulnerable if not protected by additional measures like signatures [27] .
Similar to the system demonstrated in [17] , the presented prototype has not been secured against eavesdropping and MITM attacks. This situation is closely related to the types of mobile phones (Nokia 6131 and 6212) that had to be used at the time the prototype was developed, since they were the first and the only commercially available handsets with integrated NFC capabilities. Both phones are running Nokia's proprietary S40 firmware which is able to execute third party J2ME applications. On these TABLE III  LINKING TECHNOLOGIES, DATA, AND USE CASES devices, this is the only way to combine the mobile phone's NFC and Bluetooth features. Unfortunately, using the J2ME framework, it is neither possible to enable Bluetooth within the application nor to set a PIN code automatically when establishing an authenticated and encrypted Bluetooth connection [28] . Thus, we decided to operate Bluetooth without a PIN so as to avoid that the user has to enter the PIN code manually after touching the device. As a consequence, the prototype did not provide an encrypted link between the sensor device and the mobile phone. Additionally, Bluetooth has to be activated permanently which has a negative impact on the longevity of the battery (NFC also needs some battery power but since NFC gets deactivated automatically when the mobile phone is in stand-by mode, it needs much less energy as compared to Bluetooth).
It can be expected that in future designs, these problems will be solved by employing mobile handsets providing an improved NFC-Bluetooth interplay. A promising way would be to combine NFC and Bluetooth on a hardware level as presented in [29] or at least on the mobile phone's operating system level. An NFC-enabled smartphone running an operating system like Symbian (Nokia, Espoo, Finland) or Android (Google Inc., Mountain View, CA) could execute an application with native hardware access and solve both issues mentioned earlier.
Since the proposed solution establishes a new link each time the sensor device is touched, it can be integrated seamlessly into the existing NFC-based telemonitoring system. Hence, our approach allows for acquiring all kind of health parameters in the same way-simply by touching items or devices. Table III gives an overview of use cases covered by this concept.
This Plug-and-Play concept without having Bluetooth paired permanently provides two major advantages. The minimized configuration effort of this approach allows for easy replacement in case of a broken device. Just shipping a new device by mail without the need of any configuration or installation procedure would disburden patients, caretaking staff, and relatives. Additionally, the fact of keeping the devices unpaired allows for a multiuser scenario where devices can be shared among several users living in the same place-each having their own mobile phone. Those two advantages come at the prize of additional costs for the NFC infrastructure which are expected to decrease in the medium term due to the predicted market share of future NFC-enabled handsets.
The multiuser scenario is realized by using the ID card to identify and authenticate the patient. When touching the ID card, the preinstalled application launches automatically and connects to the remote telemonitoring system using the credentials stored on this ID card. All subsequently acquired data will be uploaded to the electronic patient record associated with this ID card. Thus, the patient has to take care of his/her ID card and is requested to contact the helpdesk in case of loss. From a security point of view, it is possible to read the data stored on the body weight scale with any other mobile phone running an appropriate NFC reader application. However, reading out just the single stored last measurement value from most of such measuring devices is always possible via the display and as such no security risk. To avoid, however, that a value would be uploaded twice-either by the same or another user-we implemented a filter mechanism based on the device's serial number and a unique session identifier for each measured value. In case of the described prototype-where a blood pressure and ECG sensor has been combined-it would be quite complex to read out the data by an unauthorized person's mobile phone due to the fact that the data are streamed in real time and not stored to be read afterward. Spying out or manipulating these data would require an eavesdropping or MITM attack. This can be prevented in future designs by using an encrypted link based on the concept described earlier.
The developed prototype used the SPP and a proprietary data format. In future mHealth applications, a broad range of wireless technologies such as NFC, classic Bluetooth, as well as the upcoming Bluetooth LE version will be utilized. Since each of those provides its own HDP, interoperability concepts will have to be developed to allow for coexistence and interoperability across of all them.
We are aware of the fact that the presented usability results cover only basic aspects of the presented approach. Eventually, the usability has to be assessed in the target group of patients with heart disease of higher age and in the context of a telehealth setting. For this, we have planned an appropriate clinical trial together with a clinical partner and already got approval from the ethics committee of the Medical University of Graz.
V. CONCLUSION
A concept to easily establish a Bluetooth connection has been designed and implemented prototypically. By means of combining Bluetooth with NFC technology, an easy-to-establish wireless interface in between sensor devices and mobile phones was realized. Although the prototype shows some weaknesses in terms of security, it provides high usability due to the intuitive and seamless acquisition of all kind of monitoring data including biosignals just by touching icons and sensor devices with a mobile phone.
